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The Service Bureau 
provides support to 
physicians using health 
information technology to 
improve the quality of 
practice life and patient 
care delivery.  
 
   
FOR QUESTIONS AND  
FURTHER ASSISTANCE: 
 
E-mail:  
servicebureau@mcms.org 
 
MCMS Physician Line:  
585.473.4072 

To learn more or connect  
to Rochester RHIO, visit 
www.RochesterRHIO.org 

For Dr. Benny Vitullo, taking the correct steps to secure his practice is a continual process 
and investment.   
 
“Right now our practice is extremely secure, but ideally should be as secure as a bank 
security system,” claims Dr. Vitullo, a Pediatrician with English Road Pediatrics and 
Adolescent Medicine. 
 
Dr. Vitullo jokingly claims his “obsessive nature” is the underlying cause for his dedication to 
security. 
 
 
 
 
 
 
The HIPAA Security Rule, which was put into effect in April 2003, required that all practices 
needed to comply with the federal regulations by April 21st, 2005.  
 
One regulation of the rule, for example, encompasses electronic Patient Health Information 
(PHI).  It requires that administrative, technical and physical safeguards are put into place to 
ensure the integrity and confidentiality of health information.   
 
Dr. Vitullo took it upon himself to start learning about the HIPAA Security Rule and teamed 
up with the Bonadio Group to create a manual.  However, due to the expansion and growth 
that the 9,000 square foot practice has encountered recently, a major update to his manual 
has become necessary.  
 
 Along with a new EMR system, they are installing a backup generator to ensure the practice 
will have power in the event of an outage.  The outside of the building will feature security 
cameras to monitor and record activity.  Among other physical changes, English Road is in 
the process of converting a large space into cubicles outfitted with more desks and 
computers.   
 
 
 

Story continues below… 

HIPAA Security Manual:  

One Doctor’s Journey as he develops 
procedures and policies for his practice 

 

“Security is not a product, but a 
process.” 

 -Bruce Schneier,  
       Security Technologist  
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In this photo Dr. Vitullo 
stands next to his server 
box- a metal encasement 
that holds three servers, 
the data backup system, 
cables and a power supply 
to support his PMS and 
EMR Systems. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

MCMS HIT Service  Bureau  
 Highlights 

 
·   Pick your TOP 20 medications 

and Diagnoses! This will assist in 
disease management and quality 
reporting and prepare you for future 
incentives.  
 

·  Mark your calendar!   
Upcoming EMR Workshops and 
Peer Groups:   
·  January 7th: Optimization 

Workshop, 7:30-8:30am.  
 
 

·  Need to build or refresh your 
computer skills? Contact us to find 
out class times for either our Basic 
or Intermediate Computer skills 
class offerings.  

 
·  Do you know who your direct 

contact is? If not, please call us to 
see whether you are working with 
Dr. Ali Loveys, Liz Guyette, Wanda 
Maxwell or Robyn Kraft.  

 
·  Does your office have EMR 

questions?  Make an appointment 
for an HIT Service Bureau 
representative to visit your office for 
a Q&A session!  

 

HIPAA Security Manual (Continued) 

The latest project that Dr. Vitullo has started is the construction of a boardroom 
specifically designed for training.   
 
“The lectures and EMR training will be recorded for future training and reviewing,” 
states Dr. Vitullo.  “Our Technical Adviser is setting up everything- including a 
computer terminal that connects to the plasma TV screen for hands-on training.”  
 
With the state-of-the-art office undergoing many changes and investments, it is 
imperative that they take the proper measures toward developing policies and 
procedures in administrative, physical and technical areas.  
 
For those embarking on their required duty to write this manual, Dr. Vitullo has a few 
wise suggestions: 

“Take advantage of the Service Bureau offerings- they really break down the process 
and have made it much easier to follow,” says Dr. Vitullo.  “Meet with people who 
know what they are doing, check with the software installation people and get your 
information from reliable sources.”�  

Is Your Practice Working to 
Create a HIPAA Security 

Manual? 
 
With the passage of the American 
Recovery and Reinvestment Act, 
compliance with HIPAA will now be 
proactively audited.  It is now more 
important than ever to make sure your 
practice has prepared this important 
piece of documentation. 
 
A good HIPAA Security Manual is also 
an invaluable tool for the planning, 
implementation and maintenance of an 
EHR system.   
 
However, the Service Bureau 
understands that the manual can be 
overwhelming to create.   
 
For this reason, the Service Bureau is 
working with practices involved in the 
HEAL V.3 grant to go through a week 
by week guide to completing or 
updating one.  We will break down the 
manual step by step and assist you in 
putting the necessary documentation 
together for each section.  
 
If you are not involved in the grant but 
are the member of a physician 
organization, check to see if they have 
a template available for members.   
 
Or, if you are a member of the MCMS, 
check our website (www.mcms.org) for 
an available template.  
 

from the  
Monroe County Medical Society  

HIT Service Bureau Team! 
 

 

EHR Interfaces – Progress Report  
 
The Rochester RHIO is developing 
interfaces to six new EHR vendor 
platforms through the Heal 5 grant.  
Three EHRs are already providing 
practices with a live interface to the 
RHIO.  There are several steps in 
building these interfaces:  design, 
develop, test, production.    The length 
of the process varies by vendor, but can 
be assumed to take up to six months.  
Once the interface is in “production”, 
new practices can be added as 
requested. 
 

EHR Vendor 
Implementation 

Stage 
Allscripts 
Professional 

Test 

eClinical Works Production 

HST Production 

Greenway Design 

McKesson Develop 

Medent Production 

NextGen Design 

Sage Design 

STI Develop 

 
  

  


